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ProTECT YOUR GOOD NAME

Are pow @ target for identity theft? sad o say, many
fresaphes are B hort By dbve prosdog seave of crimes
invihying identity thedt and draud. Expers sy a person
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How Does Identity
Theft Happen?

typically It heging when personal information
UsSe your such as your name, birth daie,

MAeE Sacial Security number or credit
card falls into the wrong hands
miost often (hrough:

* Stolen or lost purses, wallets,
bank cards amd checkbooks

* Dovcuments found in
restcdenteal and Buotines jragh
# Stolen paper or
eleciromic records

* Phishing — e-mails requesting
information absow your bank
accoun or ather acoounts
inften using legitimate-looking
logtes aned Hrﬂ[hlillh ol trusted
baniks ard companies voo may
oy business with)

* Yishing — a variation
ol phishing where you are
instructed oophone in yode
sinsitives infommation
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bleratify thvedt

‘StrategiEE and
Self-Defense for
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1D Theft. Prevention Primer: How well

I | eequest a free eredit report every
12 menths from the theee credit reporting
bureaus al wwwannualcreditrepor com
or by calling 1-B77-322-8228, Beviewing
these reports s ke b detecting fraiil,
accoeding 1o the Better Business Burea,

(| use antomatic payroll deposits and online billing.

| have canceled credit cards and other accounds
that | no longer use,

L1 wvisit my banks and creditors” Web siles weekly
[ TROMILGE account actvity.

[ | use a crossent shredder 1o destroy privale
documents | no longer need.

My Social Secuirity number and drivers Boense
nurmber are not printed on my ehecks,

I | kesp iy Sacial Sacurity number, bank cards and
checks at home in a secore place undess | need them.

[ 1 recive my mall at a PO bescara locked mailbox,

L1 e ot eespaned 1 amsolicited e-mail ispam) or
P callesrs weho agk for information such as Social
Security and accaunt numkers,

) e passwords or codes that do not have obvious
numerical sequences {e.g., 1234}, my hirih date,
Social Security mumber or modbers maiden name.

L do ot sore confidential information on
compulers, memory sticks, cell phones, PDAs
or 2imllar devices,

I 1 discard electronie devices and storage media
[C1s, memary sticks) anly after destroying all the
data stowed in therr,

[ | have askexd my bank and credit card CUMIfEAieS

about theie frand programs and their

liability policy for fraudulent transactions,

e you know? Consumers discover almost hall of
iedennity fraudd cases, according o the Better Business
Burean. Be vigilant — take as many of the sheps as
proaibile |1'hll‘li.lél1.ll.1'."l" fox st yoursedf,
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u.’ﬂlilﬂl .-l

Don "t Just Togs It —
Shred It

Always shred documents that have your

personal information on them. |ise a crossout

shredder (one that cuts paper horizomally andd

verticallyl o destroy unnecessary documents

that contain any prersonal indoemation, including;

# Accounl nurbsrs # Pl nuimdses

& SAilidiesses & Bignalures

= Biith dales & Social Becurity

= E-miail acdresses mupbeers ihieyes

& Fasswords and PlMs willl stieal the Social
fonall Farnily mesnters, Securily nuEnbers
inchading clildien af balrles)

Shred these documents when
you no longer need them:
o Avfelreas labels

T riail

o Legal, medical and
e prapersock
& ATM receipis and * Luggage lags
bank satemrents o [y stuls anad ol
= [ills wirk pecoidy
e Rirth cenficae copies o Preapproved credit
= Capiceled and aprpalisations

woihed elwecks # Bepoet cands
o Caneeled credit amd & esmes
didale coreds and o lrorvee] itimesaries

ugesdd airline tickets
o Liiliey Bills (phene,
e, lmlerne], waler

vkl TW)

associabed paperwark
o Exprived dibvers
license and employes,
riflitary o schioed 1D
o Exprived pasigons
annd visas
# Juink rail cemtaining
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